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SECTION 1 - Essential Security & Settings for Zoom meetings 
 
 

BASIC SECURITY SETTINGS WITHIN THE ZOOM WEBSITE (www.zoom.us)  

There are some easy settings before your Zoom meeting begins that will allow you to reduce the likelihood of intrusion by uninvited guests, and 
bolster your privacy overall.  The following are some useful settings to bear in mind when setting up your meetings and either become a default 
setting which you can then amend if your usual type of meeting differs. 

1. Don't use your Personal Meeting ID for the meeting. Instead, use a per-meeting ID, exclusive to a single meeting. Zoom's support page 
offers a video walk through on how to generate a unique meeting ID for extra security. 

  

 

 

** Just be aware that if you post your event globally say on Facebook that anyone can 
come to your meeting rather than from a secure mailing list ** 

 

http://www.zoom.us/
https://support.zoom.us/hc/en-us/articles/203276937-Using-Personal-Meeting-ID-PMI-
https://support.zoom.us/hc/en-us/articles/201362413-Scheduling-meetings
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2. Enable the "Waiting Room" feature so that you can see who is attempting to join the meeting before allowing them access - Zoom 
introduced it as a kind of filtering process so you can see who is entering your meeting before they actually join and you have control to admit 
them.  To enable the Waiting Room feature as default, go to Settings>Meeting Advanced and enable Waiting Room (Fig 2a).  

    Fig 2a  
You can also set as default people joining without their audio and make sure “Enable Meeting Room” in your selected in your meeting.  

(Fig 2b below)    

  > 
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Like many other privacy functions, a skillful disrupter can sometimes bypass this control, but it helps to put another hurdle in their route. 

Also Support Article here.  

 

3. SCREEN SHARING 
Decide whether you want to give people the ability to share their screen.  If not in Meetings>Basic you can allow the host only. 

 

 

 

 

https://support.zoom.us/hc/en-us/articles/115000332726
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4. Annotation and Whiteboard 

 
Decide whether you want to allow people to use the annotation feature ** BUT be warned that this means that anyone can draw on the 
screen during a screen share!! ** 

 

ADVANCED SETTINGS 

5. Create an Invite-Only Meeting (This feature is for paid Zoom accounts only like Reset TV accounts). 

One way to restrict who can join your Zoom call is to make it an invite-only meeting. That means the only people who can join the call are those 
you invited, and they must sign in using the same email address you used to invite them. It gives you much more assurance that people are 
who they say they are. 

There are a few ways you can enforce an invite-only meeting, depending on the type of account you have **. The long and short of it is to look 
for an option called Authentication Profiles. 

Once you have that setting enabled, anyone else who tries to join your meeting will see a notification on screen telling them that the meeting is 

https://support.zoom.us/hc/en-us/articles/360037117472-Authentication-Profiles-for-Meetings-and-Webinars?zcid=1231
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for authorized attendees only. 

** How to enforce invite only: 

Sign in to the Zoom web portal as an admin with the privilege to edit account settings. 

- In the navigation panel, click Account Management then Account Settings. 
- Under Schedule Meeting, verify that ‘Only authenticated users can join meetings’ is enabled. 
- If the setting is disabled, click the toggle to enable it. If a verification dialog displays, click Turn On to verify the change.(Optional) If you 

want to make this setting mandatory for all users in your account, click the lock icon, and then click Lock to confirm the setting. 

 

SECURITY SETTINGS WITHIN ZOOM WHEN MEETING LAUNCHED 

 

1. Once the meeting begins and everyone is in, lock the meeting to outsiders (see our tips below) and assign any co-hosts. The co-hosts will 
be able to help control the situation in case anyone bypasses your efforts and gets into the meeting. 

To deputize your co-hosts, go to the same Settings icon, then to the Meetings tab. Scroll down to Co-host and make sure it is enabled. If 
Zoom asks you for verification, click Turn On.  

 

2. Make sure you have the latest version of Zoom - the latest version will allow hosts to “report a user” to Zoom’s Trust & Safety team (who will 
review any potential misuse of the platform and take appropriate action - details here)  

 

https://support.zoom.us/hc/en-us/articles/360042791091-Report-a-participant-during-a-meeting
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3. If you're hosting a Zoom call and have invited strangers to join, someone in your crowd could harass another participant by sending them 
private messages. Or people could start talking behind your back. You can prevent this by disabling private chat. When you disable private 
chat, it doesn't affect the public chat, which everyone on the call can see and participate in. 

Open Settings in the Zoom web app (it's not in the desktop app). On the left side, go to Personal > Settings. Then click In Meeting (Basic). 
Scroll until you see Private chat. When the button is gray, it's disabled. 

You may want to manage the chat in other ways, too. In the chat area of Zoom in the meeting as Host you can see 3 ***.  If you click on these 
the drop down menu gives you the option to decide who can message within Zoom thus if someone writes anything offensive you can block 
them messaging immediately. 

 

 

 

4. Depending on the nature of the meeting (eg. Is it a closed eye meditation session?) it is great to have a co-host or organizer present who 
can monitor the chat for you across Social Media but especially within Zoom. 
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5. NEVER share either the Reset TV or your personal Zoom account login details with a participant or guest (except with the Livestream 
Director where relevant).  If you need to allow people to share screens then make them a ‘Co-Host’ within the meeting. 

6. In the chat area of a Zoom meeting, participants can share files, including images and animated GIFs—if you let them. If you'd rather not, 
then be sure to disable file transfer. It's on by default, so you have to actively disable it. 

For your own meetings, open Settings in the Zoom web app (it's not in the desktop app). On the left side, go to Personal > Settings. Then click 
In Meeting (Basic). Scroll down a little farther until you see File Transfer. That's where you can disable it. 

Administrators of paid Zoom accounts have even more options for exactly how to disable file transfer for certain meetings or certain groups. 

 

7. Disable other options, including the ability for others to Join Before Host (it should be disabled by default, but check to be sure -- see 
below). Then disable screen-sharing for nonhosts, and also the remote control function. Finally, disable all file transferring, annotations and the 
autosave feature for chats.  

To disable most of these features, click on the gear-shaped Settings icon on the upper-right side of the page after you've logged in. From 
there, you'll see the option to turn off most of the listed features.  

Disabling screen-sharing is a bit different, but just as easy. Go to the host controls at the bottom of your screen, and you'll see an arrow next to 
Share Screen. Click the arrow, then click Advanced Sharing Options. Go to Who can share? Click Only Host, then close the window.  

 

 

https://support.zoom.us/hc/en-us/articles/209605493-In-Meeting-File-Transfer?zcid=1231


10 

 

 

 

 

 

 

 

 

You can also set as default participants join muted and camera off (this should be in your settings for the meeting see above) but you as host 
you have the capacity to switch off all videos or mics manually in the participants window once the meeting has started (see below): 
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WHAT IF SOMEONE ZOOM-BOMBS YOUR ZOOM CHAT? 
It happens. Despite your careful efforts of prevention, some jackal has gotten into the meeting to cause chaos for kicks. Short of ending the 
meeting entirely, here are a few things you can do to try and get rid of them.  

 

1. Lock them out. Go to the Participants List in the navigation sidebar, and scroll down to More. Click Lock Meeting to stop further 
participants from entering the meeting.  Sometimes an unruly participant manages to slip through the cracks. As the meeting host, you do have 
the power to kick someone out of a call or put them on hold. 

To kick someone out: During the call, go to the Participants pane on the right. Hover over the name of the person you want to boot and when 
options appear, choose Remove. 

By default, an ousted guest cannot rejoin. What to do if you make a mistake? You can allow a booted party to rejoin. Enable this feature by 
going to the web portal and navigating to Settings > Meeting > In-Meeting (Basic). Toggle on the setting called Allow removed participants to 
rejoin. 

 

2. Shut them up. Have yourself or one of your co-hosts go to the Participants List, again scrolling down to the bottom, and click Mute All 
Controls. This makes it so the unwelcome participant can't use their microphone to disrupt your audio.  

 

3. If you or your Co-Hosts aren’t able to shut down the ZoomBomber quickly then address your other participants that something is happening 
and it needs your urgent attention and assure them that you are taking charge of the situation.  In doing this they are aware that it is happening 
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and advise them you will take a brief pause to sort it out if required.  This will relax your participants that the situation is under control and 
something is being done about it. 

 

4. Hosts can turn off any participant's camera. If someone is being rude or inappropriate on video, or their video has some technical problem, 
the host can open the Participants panel and click on the video camera icon next to the person's name. 

 

5. If someone does Zoombomb the FIRST course of action is to mute them (Zoom works by allowing the audio to control who is in vision on 
speaker view).  If there’s a long list of participants then click ‘Mute All’ which is located just beneath the ‘Participant’ panel on the right hand 
side. 

 

6. It is REALLY IMPORTANT as the Host to be confident with the topic of the event, their guests and how to handle certain extreme 
situations.  These might include from a legal stance distancing themselves from explicit content which is unwanted (Zoombomb) and also 
crucially distancing from litigious comments made by panelists, speakers/guests or participants (whether consciously or subconsciously).  

Here are some suggestions of what to say so please familiarise yourself with using them in any context: 

“Reset TV/Extinction Rebellion does not assume responsibility for, the content, accuracy or completeness of the information presented”. 

OR 

“Statements of fact and opinions expressed here are those of the host and/or participants individually and, unless expressly stated to the 
contrary, are not necessarily the opinion or position of Reset TV/Extinction Rebellion”. 

OR 
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“The opinion expressed by XXX is solely their personal opinion and not necessarily fact, nor are they they the opinion of myself, Reset TV or 
Extinction Rebellion” 

  

7. ** REMEMBER: You as Host or your Co-hosts are in charge! **.  

Zoom offers a multitude of ways to protect your meeting - either from the setup settings when the meeting is scheduled in the Zoom account to 
when in the meeting live.  As the Host or Co-Host you have all the controls and flexibility to remove participants, hide their videos, turn their 
mics off, report them, disable their screens or chats etc.  

And the important thing to remember is it's your event - so if none of the above work or you forget how to do something technical it’s ok - you 
can always simply END MEETING which might be a better option to support your participants than allowing a Zoom-bomber to win!!  

 

**USE THESE HELPFUL VIDEO TUTORIAL LINKS FOR USING ZOOM - Zoom Tutorials 
 

 
 
 

https://support.zoom.us/hc/en-us/articles/206618765-Zoom-Video-Tutorials
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SECTION 2 - TECHNICAL DETAILS FOR LIVESTREAM, RECORDING 
ETC. 

 

● Allow live stream meetings and select “Custom Live Streaming Service” In Meeting>Advanced (zoom website not within meeting) 

  
 
 
 

● If you are leading/ hosting a session on Reset TV, you’ll need to begin the zoom call.  All the sessions are scheduled in a dedicated 
zoom pro account. You can begin the call by following these steps: 
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- Log into Zoom using the credentials for the correct account (ask your Reset TV producer for these if you don’t have them) 
- Click start 
OR 
- Join meeting with link generated when you, or someone else, set up the meeting. Make sure all panelists and 
crew members have joined 

 
[If you are using a Reset TV account, sessions must finish on time, and after the call please make sure you log out to avoid issues 
with subsequent calls] 
 

● If Live-Streamed make Tech Director ‘Host’ to give you the option to live-stream and then ask them to make you 
‘Co-Host’.  

 

● Make any other panelists (and crew members) “Co-host” by clicking in the three dots in the top right of their 
video windows and selecting ‘Make Co-Host” - they will now have the option to record, screenshare, and admit 
people from waiting room 

[NB: Make sure Co-hosts are enabled to have the same power as hosts: 
- Click Settings > In Meeting (Basic) 
- Scroll down and toggle on the Co-Host option (Allow the host to add co-hosts) 
- Do a sound and video check with each person who will be appearing live. 

● Decide if you are going to share the live in ‘Gallery mode’ or ‘Speaker mode’. If Speaker mode - make sure 
everyone who isn’t speaking is muted, and press the ‘Speaker Mode’ button. And then Select ‘Hide Non-Video 
Participants’ by selecting the 3 dots on someone’s screen whose video is not displayed.  Only the panelist 
speaking will be shown fullscreen. No-one else will be shown. 

 [NB: If you use this option you CAN stream to instagram] 
 

● If you decide to go with ‘Gallery Mode’, turn off everyone’s cameras who are not appearing on the panel. And 
then Select ‘Hide Non-Video Participants’. You will then only see a grid of the panelists on the live stream.  
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[NB: If you choose this option you WILL NOT be able to be stream to Instagram] 
 

● Disable Screen Sharing for non-hosts:  click the arrow to the right of the green “Share Screen” button in the 
center of the bottom row of icons 

-  Click “Advanced Sharing Options...” 
- A dialog box will pop up allowing you to switch screen sharing availability from all participants to the host 

only . THIS IS IMPORTANT TO PREVENT ZOOM-BOMBING 
 

● In Meetings>Basic make sure that Annotation and Whiteboard are turned off (Fig A below) 

 

 

 

 

 

 

 

 

 

 

 

Fig A  Fig B 

 

 

This is really important because otherwise participants have the capacity at anytime to draw/write on the screen 
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when someone is screen sharing … if you forget don’t worry because as host you can switch it off live in the 
meeting when someone is screen sharing by hovering your arrow over the top of the screen, click view options 
and disabling annotate  (Fig B above).  But ideally make sure it is switched off in your Meeting Settings! 

 

 
● Host ‘locks’ zoom at beginning of meeting [Go to the Participants List in the navigation sidebar, and scroll down to More. Click Lock 

Meeting to stop further participants from entering the meeting and to be able to remove participants] 
 

 
 
15 MINS BEFORE LIVE 
 

- Allow participants to join from the Waiting Room.  It’s best to admit them one by one to make sure they aren’t any ‘suspect’ attendees 
 

- Host ‘locks’ zoom at beginning of meeting [Go to the Participants List in the navigation sidebar, and scroll down to More. Click Lock 
Meeting to stop further participants from entering the meeting and to be able to remove participants] 

 
 
 

Recording via ZOOM 
● Ensure that ‘enable HD’ is ticked on the ZOOM application. You can find it under Select Camera> Video Settings> Enable HD. 

 
● Try to ensure your device is connected to the internet with as stable and fast a connection as possible.  

○ If you can use an ethernet cable to your device.  
○ Or if possible try to be in a room which is close to your modem 

 



18 

● Start recording early (enable people to be Co-Hosts to allow recording) 
 

● Have defined ‘hosts’ to check that the tech and framing is right before hand with each participant. 
○ Ensure A GUIDE TO VIDEO CONTENT AT HOME is followed where possible.  
○ Enable HD setting on 
○ Use original Ratio (not 16:9) 
○ Make sure ‘enable live streaming’ is checked. 

 
● Have multiple hosts set up to record the content 

 
● When you’re ready to start, make sure you hit the ‘record’ button on the Zoom application.  
● Choose the device with your best quality camera to host the Zoom call. This will normally be your smartphone. 

 
● 1x Linking live stream and managing ‘spotlight’ on ZOOM. (at the moment this is your Live-Stream tech director) 

 
● Tech Recording (1 person main plus if possible a backup and sometimes people from XRVC) 

 
● All three (if possible) take notes of timecode at key points to make life easier for future editors. 

 
1) Records the spotlight view for the whole discussion 
2) Records ‘Reaction’ Shots of interested speakers and ‘establishing’ panel view shots (needs to actively follow the talk and use 
the pin video feature).  

- This is the only one that needs to do something ‘active’ during the talk. 
- If available a third tech person can record a backup of the spotlight view. 

 
- Editorial if have Q+A’s  3 people from the working group (for Q+A discussion) 

- 1) Sorts through feed of questions across Social Media 
- 2) Sorts through questions from viewers in Zoom Panel 
- 3) Collects ‘best of’ questions and sends them to the presenter. 

https://docs.google.com/document/d/1AJ49pgKDG1tt6qf2linodB1PLAYwKTaR6RvkEId5tD4/edit?usp=sharing
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- Remember to click the record button at the end to stop the recording (it usually 

records to a default folder on your computer) 
 
 
 

 
 
 
 

WAITING ROOM FOR ZOOM CALL TO FILTER PARTICIPANTS AND MESSAGE 

 
This is good practice to filter potential participants if you have opened your meeting beyond your 
personal mailing list.  This is what guests will see when they join the call before they are 
admitted to the room. It will tell them to wait, and give them instructions on what to do upon 
entry. 

 

- In Settings > Meetings > Advanced>Waiting Room 
- Enable All Participants 
- Click “customise the title logo and description” and type in something like: 

“Welcome to NAME OF EVENT will start at XXX and participants will not be admitted after XXX”  
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You can also invite people to your meeting while you’re already in it: 

● On the desktop app, on the toolbar that shows up when you move your mouse in the meeting window, click the “Invite” button. When 
you do, Zoom will open a window where you can invite your Zoom contacts, send an email with information on how to access your 
Zoom meeting, copy your meeting URL to your clipboard, or copy a longer message with your meeting URL and dial-in information to 
your clipboard. 

● On the mobile app, tap “Participants” on the bottom row of icons and then tap the “Invite” button on the bottom of the next screen. When 
you do, you’ll be able to send an email invite, send a text message invite, invite your Zoom contacts, or copy the meeting URL to your 
phone’s clipboard. 

DECIDE on whether you will Zoom with just panel hosts and crew or with participants too 
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ZOOM SECURITY - TIPS AND QUICK-REF DOCS 
 
 

 
Only share share registration links with trusted people 
 
Once everyone is in from the waiting room, a host must manually stop their videos (click the three dots at top of each 
participant and select stop video)....this will prevent them from starting it again manually. 
 
Absolutely no one admitted to the call once a live stream has started 
 
Live directors: if the rare incidence occurs that someone does get through the net and zoom bombs, cut the live feed 
immediately *from restream* (not from zoom). There is about a ten second delay from zoom to restream so this should 
prevent any harmful content from being shown to a wider audience 
 
Here are a couple of quick reference guides: 
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